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1.
Position Code

DEPTALTA

	
	State of Michigan

Civil Service Commission
Capitol Commons Center, P.O. Box 30002

Lansing, MI 48909
	

	Federal privacy laws and/or state confidentiality requirements protect a portion of this information.
	POSITION DESCRIPTION
	


	This form is to be completed by the person that occupies the position being described and reviewed by the supervisor and appointing authority to ensure its accuracy.  It is important that each of the parties sign and date the form.  If the position is vacant, the supervisor and appointing authority should complete the form.

This form will serve as the official classification document of record for this position.  Please take the time to complete this form as accurately as you can since the information in this form is used to determine the proper classification of the position.  THE SUPERVISOR AND/OR APPOINTING AUTHORITY SHOULD COMPLETE THIS PAGE.

	
2.
Employee’s Name (Last, First, M.I.)


	
8.
Department/Agency

Michigan Department of State

	
3.
Employee Identification Number


	
9.
Bureau (Institution, Board, or Commission)

Bureau of Programs, Integration and Delivery

	
4.
Civil Service Classification of Position

Departmental Analyst-A 12
	
10.
Division

Information Security and Control Division

	
5.
Working Title of Position (What the agency titles the position)

Departmental Analyst
	
11.
Section



	
6.
Name and Classification of Direct Supervisor

Autumn L. Pelkey, State Administrative Manager 15
	
12.
Unit



	
7.
Name and Classification of Next Higher Level Supervisor

Gena Hyde, State Division Administrator 17
	
13.
Work Location (City and Address)/Hours of Work

Richard H. Austin Building, 430 W. Allegan, Lansing
Monday – Friday, 8:00 A.M. to 5:00 P.M. 

Hybrid Work Schedule


	
14.
General Summary of Function/Purpose of Position

This position will design and oversee the completion of security frameworks, access reviews, and system security plans for the Department’s information systems in compliance with NIST.  It will develop and implement training on security awareness and data classification within the Department.  It will educate business areas on identified risks within their information systems and business processes, recommend compensating controls, and oversee remediations.  It will lead the resolution of audit recommendations and information system security risks in partnership with DTMB’s Michigan Cyber Security and Office of Internal Audit Services.  Finally, this position will provide support to the Division regarding information security access responsibilities. 

	For Civil Service Use Only



	
15.
Please describe your assigned duties, percent of time spent performing each duty, and explain what is done to complete each duty.



List your duties in the order of importance, from most important to least important.  The total percentage of all duties performed must equal 100 percent.

	Duty 1

General Summary of Duty 1
50% of Time
Design and oversee the completion of security frameworks, access reviews, and system security plans for the Department’s information systems in compliance with NIST. 

	Individual tasks related to the duty.

· Create and modify access request forms for information systems, ensuring certification language meets employment and legal requirements.

· Develop and maintain security matrices documenting role-based permissions for the Department’s information systems, to be used when evaluating and assigning user access.

· Partner with DTMB and vendor staff to create, test, and apply functionality to security groups within information systems.

· Design and oversee the Department’s reviews of information system access every 120 days, ensuring the reviews are documented properly for audit purposes. 

· Partner with business areas and software developers to identify and isolate restricted inquiry codes in accordance with Access Control principles. 

· Lead investigations into security incidents, recommend corrective actions, and monitor resolutions.

· In partnership with business areas, lead development of security framework documentation for the Department’s information systems in accordance with NIST.

· Assist the Information System Owners in preparing information system security plans following the Michigan Security Accreditation Process. 

· Contribute to the development of procedures and processes for the completion of information system security plans in compliance with NIST.

	Duty 2

General Summary of Duty 2
30% of Time
Develop and implement training on security awareness and data classification within the Department.  Educate business areas on identified risks within their information systems and business processes, recommend compensating controls, and oversee remediations. 

	Individual tasks related to the duty.

· In partnership with the Office of Communications, develop articles, videos, and other media to market security awareness within the Department.  

· Compose Department-wide security policies and procedures to align business processes with security best practices.  

· Liaise with the DTMB Security Awareness training team and security training coordinators from other SOM agencies to customize and assign modules for both privileged and non-privileged users.  
· Create training materials and lead meetings to guide the Department’s security administrators toward proper assignment, monitoring, and removal of permissions within their information systems.

· Educate and guide the Department on classifying data within documents, emails, and information systems, with an emphasis on reducing use of Personally Identifiable Information (PII) to the extent possible.  

· Develop and implement compensating controls that adequately mitigate identified risks.  
· Input POAM information into the Keylight system, develop reports, and advise Michigan Cyber Security of the progress of remediation.  


	Duty 3

General Summary of Duty 3
10% of Time
Lead the resolution of audit recommendations and information system security risks in partnership with DTMB’s Michigan Cyber Security and Office of Internal Audit Services.  

	Individual tasks related to the duty.

· Coordinate implementation of corrective actions with business areas and DTMB, clearly identifying individuals responsible and deadlines for remediation.

· Input POAM information into the Keylight system, develop reports, and advise Michigan Cyber Security of the progress of remediation.  

· Partner with the Office of Internal Audit Services to identify and implement control requirements on Third Party Service Organizations commensurate with the data handled and services provided.
· Update and reassign responsibility over outstanding recommendations and risks after organizational changes, ensuring remediation efforts continue.

	Duty 4

General Summary of Duty 4
10% of Time
Provide support to the Division regarding information security access responsibilities and other duties as assigned.

	Individual tasks related to the duty.

· Administrative tasks related to the day-to-day operation of the Division.

· Assist with the identification of risks to the security of Department records.

· Participate in the Department’s information technology initiatives to ensure that new processes or systems meet high standards and do not jeopardize Department records or assets.

· Analyze, assess, and report on complaints involving the misuse of information or technology resources.


	
16.
Describe the types of decisions you make independently in your position and tell who and/or what is affected by those decisions.  Use additional sheets, if necessary.

Decisions made within existing Department policies and procedures.

	
17.
Describe the types of decisions that require your supervisor’s review.

Decisions that impact Department or Division policies and procedures.  Discovery of improper or illegal use of Department records or access to Department information systems.

	
18.
What kind of physical effort do you use in your position?  What environmental conditions are you physically exposed to in your position?  Indicate the amount of time and intensity of each activity and condition.  Refer to instructions on page 2.

Normal office environment.  
Periodic travel to State offices throughout Lansing.

	
19.
List the names and classification titles of classified employees whom you immediately supervise or oversee on a full-time, on-going basis.  (If more than 10, list only classification titles and the number of employees in each classification.)

	NAME
	CLASS TITLE
	NAME
	CLASS TITLE

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
20.
My responsibility for the above-listed employees includes the following (check as many as apply):


Complete and sign service ratings.

Assign work.


Provide formal written counseling.

Approve work.


Approve leave requests.

Review work.


Approve time and attendance.

Provide guidance on work methods.


Orally reprimand.

Train employees in the work.

	
21.
I certify that the above answers are my own and are accurate and complete.


Signature


Date


NOTE:  Make a copy of this form for your records.

	TO BE COMPLETED BY DIRECT SUPERVISOR


22.
Do you agree with the responses from the employee for Items 1 through 20?  If not, which items do you disagree with and why?

Yes

	
23.
What are the essential duties of this position?

This position will design and oversee the completion of security frameworks, access reviews, and system security plans for the Department’s information systems in compliance with NIST.  It will develop and implement training on security awareness and data classification within the Department.  It will educate business areas on identified risks within their information systems and business processes, recommend compensating controls, and oversee remediations.  It will lead the resolution of audit recommendations and information system security risks in partnership with DTMB’s Michigan Cyber Security and Office of Internal Audit Services.  Finally, this position will provide support to the Division regarding information security access responsibilities.  

	
24.
Indicate specifically how the position’s duties and responsibilities have changed since the position was last reviewed.

This position has been updated to reflect the addition of senior standards for the Departmental Analyst role in the Information Security and Control Division.

	
25.
What is the function of the work area and how does this position fit into that function?

The Information Security and Control Division is responsible for the security and control of departmental information, programs, systems, and applications.  This position will design and oversee the completion of security frameworks, access reviews, and system security plans for the Department’s information systems in compliance with NIST.  It will develop and implement training on security awareness and data classification within the Department.  It will educate business areas on identified risks within their information systems and business processes, recommend compensating controls, and oversee remediations.  It will lead the resolution of audit recommendations and information system security risks in partnership with DTMB’s Michigan Cyber Security and Office of Internal Audit Services.  Finally, this position will provide support to the Division regarding information security access responsibilities. 


	
26.
In your opinion, what are the minimum education and experience qualifications needed to perform the essential functions of this position.

	EDUCATION:

Possession of a bachelor’s degree in any major.  Preferred areas of study include forensic accounting, auditing, information security, or information systems.


	EXPERIENCE:

Departmental Analyst 12 – Three years of professional business and administrative experience, including one year of experience equivalent to the experienced (P11) level in state service.

	KNOWLEDGE, SKILLS, AND ABILITIES:

Knowledge of the principles and practices of research and analysis.

Knowledge of professional guidance related to information security/privacy and internal controls.
Knowledge of office software programs, particularly Microsoft Word, Access, Excel and PowerPoint.

Knowledge of Federal and State laws associated with information security and privacy.

Knowledge of basic internal controls.

Able to organize, evaluate and present information effectively.

Able to formulate and execute procedures and assess internal controls for a program or service area.

Able to interpret laws, rules, and regulations relative to work.

Able to communicate effectively.

	CERTIFICATES, LICENSES, REGISTRATIONS:

Security Checked Position due to the position being responsible for granting security access to the mainframe system’s “guardfiles.”  This is the online File Security Management System used to manage the file security for MDOS systems.  The primary user of this system is MDOS Security.  



	NOTE:  Civil Service approval of this position does not constitute agreement with or acceptance of the desirable qualifications for this position.

	
27.
I certify that the information presented in this position description provides a complete and accurate depiction of the duties and responsibilities assigned to this position.

	
Supervisor’s Signature


Date

	TO BE FILLED OUT BY APPOINTING AUTHORITY

	
28.
Indicate any exceptions or additions to the statements of the employee(s) or supervisor.



	
29.
I certify that the entries on these pages are accurate and complete.


Appointing Authority’s Signature


Date


Page 7

